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* Exhoustivey - Search. the keugpace
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-~ A detemindic Bindion PRE: fou 1 fo. 3
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Reudorandom function

- A Yelerrindic edion  PRF: Jou 1" % fo'ljﬁ - §od3L
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Athenticted enciyption
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‘[)St%eewrﬂxl%s“ﬁweackpart&
* Greate keys with K0Fs

Frogt, -and- MAC (EEM)

Qmp\d,e c= Frelm) wd L= MACGH), Transmit clit.

Nob seaure. MAC does 1t enswe @Wﬁ&wﬁa\&&



MAC -~ Hhen - encrypt (4RE)

Compute +- MACG ond c= fre(mll) Transmit ¢

Nob secure. SKES does ot enswre iebegrity

et then- MAC (B

= Frelm), = MACGm), ~romsmt cllt,
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Effh‘om

Pty messurs Ve ety in vobies genertedl Fom @ randon precess

T o passiord. is dusen unifory b rardom from @ o of size o Hen Fs ertropy & bis,
ond regies orond 9 guesses on aversge Y Find. &,

ey uncertninky = Lover ertrpy. easier o guess

Hoshes o~ Login
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" dlmott 1o overhead. For storage and. logn
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Subing

© Salting protedts against Puorbow tebles
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Password Hardening; Funchion

~ Compbion of hash i nob Sowed down by a lob

- Bnde-force odtack dows down k5a%x & loooo
# MOY\S
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Key Estobligment

Method, I R\ﬁ-b—yoint lce@ distbution
. Ths s Q‘e/lerullg ndb ymdml $r lowge-scale pplications.
Nelhod 2 Use @ Tuted Thiel Ry (TTP) T
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2F kat (_k)
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Key Pair Generation
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lic ke Frqghion
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A&/uﬂ\uges of PKES

o\ Yﬁanwv\f’ﬂ\? Pr a Soured C}YWA
- Eoh user hes only | ey pair = beker for }«@ manaaement
- A sghe& message G be vefied \;\\I) onypre nmn-mpu&ia‘boh

PISQANW\*D%Q Ug PES

- P ore much dower Hhon SKES.



3.2~ R Encw‘don

R3A Encrngﬁon e
Key ﬂenemb’on:

L Chose YUA&M\ Privres P and q Wt \ogaQ = log;ob = A usuall% (= 2048

2 Gmpde n=pq ad ¢60) = (p-0)(g-)

5. Chooge an infeger e with | <e< ) , with gd e, $m) = |

4 Grpte d=c'nod &) The pllic key s (1 ond privabe ey & (n. )
Mesoge Spoce:  M+C- 24" = Tmez - o¢m<n and gddln n) = §
Eroggtion: € (&), ) = mod n
Pecapion.  D(n.d), ) =t mod 1

Note: a/b is defved in Z, if ond only it gdoin)=(

Correctness of RSA

L (ne) be an RSA publc l@ﬂ with privabe Feﬂ (n.d) . Then
P(0d), €((ne), m)=m

Por dl me Zn suchAhas gdCmn) =1

Basic. Modulor Oferahons

Addition: ()
Sbtracion: ~ O(L)
Multiplication- ol’)
Ivesion:  O)

Fqorentidin: 1) ¥ oxgore -ond- mbiphy , ok most L sqringy nd @ modt L oddibons
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Koy Fstobidimert froblem

fraible Slutiony:
[ U Fvﬂ(c-\% a&g\nﬁﬁfhﬂ whch does ok e Sared sewrel \@ﬂs
2 be a P%exchanse protocal Sﬁdﬁm\\ﬂ J@@Y\«l 4o estallih dhaed seards From sorabh

Definition

The orler of an demert, e 2+ is defned b be e smallest postie ineger + such Wb <1 in 2
fn denets of Z47 5 o gertor 1 ik hos the mocmin possbe order

D~ Heln Key Exchge

A fik aeZy Gnpde ond snd o Reeie g ond cmpole ()" = o

b Pk beZy, Gope and send . Recive g and compde. ()" = g

The Sored secrd s SAB

Diffie- Hellman vs. RRSA

Diffie- Hellman

Vo echnge oy o orbony messages

© Tnbeache- ing, ke orline: sinotnenugly

Pl secrety comot, ompromise. et of Mure kay odhonges een 1 one key ecchuge conpromisal
RSA

- Bl Yoyy cppbaupten - con eharge ony messge chosn by He senden

- Non- interadive: con decqypt, encpledl message laten

+ o foword sereay o comrotised privke key compromies all et ard e ciperteds



Flgamal

Key ogrerstion:
- Choote X en 24, Pk&s’( mod p ond k=X

B\mﬁdo}’\:
‘ . D shared secrel
Civen e 25", Compe | E) - (g ) mad p

DCCQW{]‘OY\ :

. Gi “ )
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Busic Assumpstion

Kerckdefl s Fﬁndple/ Sarmon's Mazim
-~ The advorsay koo evengting chot e olgprithn 1 ecept e ke ey k-
Alversiy’ s Interockion

Pasive altodks.
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o R S
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- Chosen - ciphertect; otkock
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Seourtyy of RS

R&A is Aotally inseure. i ineger ficorantion s enyy

R8A s one-woy) deoure 1t the RO pblem i hord
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- )b c= S mod 1

~ R oo, Ahen mey

I c#| then me|
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Semantic &iamjo\j

A debaminstic encrypton dlgprithm oot gield. seantic seuty
- Given & Cipherted, ¢ = Ei(m)
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c 3 c'=c then m=m, obherwise m # m.
A randonized dlgorithm  aveids his problem.
-~ ren with < Bpn) ond "< Bx(m), Aypially c#c
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Spovetic ws. fiklic

- fogt
- Py bitstring of e gt length 5 o wolid key
Ay bsting o Hhe right length is o vold plarted.
Tyl dluck yeal ~ o opesions where { s Y by legn
fublic
- Show
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Tl otk el 2 2 operions e L i e Loy Lol

Hybrid Enoquption
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Pos and Cong
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. Key manggement, is Yhe game as PKES
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Disadyortages
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Basic Hubid Fropption

-1k (9, &b) be 0 PKES

Lk (ED) bea S wh hb beys
Je Gl &) be o piic friude. ey poir
- L m be a meswoge

Jooe. ke $0,13" @ rudomt, ond compite. ond. sead. (c, G)-

§G = €k k) enag\xb Wmehlc lce@ k USlVﬂ F\<
G = E(km) eyt mesoge using k

Jnprorement,
Hadh the koy k. befire using it

Enﬂfﬁoi’\t
{ C= Q(Pk, l‘)
= E(H(K), m))

m = p(HO6K, ). G)

Im?m\/emerﬂ: b

Bonple: Foamol with o MAC
Ev\gggﬁw chooe. r af rendom

(k k) = HE
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+= MAC (k. ©)

Send (gr, at)
g ¢t
Recnypion: Gwen (¢, 6. @)

CkT) l::/\) = H(CK‘\>
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f?\ = D(ﬁ\ ) C’-)

Ok £= ¢ 7 e repan , dbe e



Diffie - Hellman Ivrbe%ra‘ke& Freyption Shene (DHJES)

-DHIES s IND-ceA, as&unina
- KES s IND-cPA

- MAC s seare (FUF - OUA)
" H ks @ rondom orade

* DH. problem s intructile

Impmvcmerﬁc 3
Instead of o MAC, « sple had check is enaigh
b@‘.ﬁ&’_ﬁmh’ for me ?o.\ 3*

¢ = 20k, k)
{G = EHE), m)
Cs = Halim, {’—)
Deptin: ~ Given (¢,6.. )
k- Dl &)

= DA, ¢
Cedk Half k) = s 7 If true then e 1, e et
Requirements:
- PKES s ow-cPA
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- H Qf\(}l H> ore W\JDM Of(l(,\e@
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Highe curve C!gp’wgm)‘)hﬂ

Uk the poirts on an eliptic curve o the form - o4 o £b 4o crette o grup, Hhen do Diffe-Helwan

Group of poirts
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¥ 0-0, tha PtQ-P
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RA Signare

Kow gorrchon pko(ne) k= (nd) Jike in RSA
Sepbwre. guerdion To sign . message I,
| Gmpse §- mt od
2> The sgpohire o0 ;s s,
Sgure verifiodion: To verfy S on m
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Ma\\eah‘li'tz\ & Basic RSA function

Qlven c= M mod 1, For any e L, wean nshet ¢ enu\\jptihg mx bﬂ

¢ =% cmdn

Digital Signabure Summany

-~ Rblic key primitive W&'ﬂg ditm integrity, dok. origin autherticaton, and. non -epudiction
- Sounby god: ertentiol urforgeobifyy agpind  chosen- message aocks.
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Plic Key Pistbubon  froblem

. Mon- in-Ahe-mddle who rtflocqs ?Uh\ic keys can &eméfc.

Riblic. Key Distribdion

+ diredty fom subject.
- Fom o Friedd / fird of o Fiend (up of t”)
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Web of Tnat

Adaages
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bl o
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Cotifate Rewabin Lists (CRLY

fuwh A an pllh o Fle ortang o It of cotibkes Yk e b rocked
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Nt wildy inlenertel
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Trangport Lopgr Seaury s 0 Cryptogrphic 150l thab ependss obove the rorgort loger 4o
provide ety sevies o plidbons

TS Suy Gl
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- Frowdes P\fqu ey atherbicdion. o Server to diets andk Qntll/y‘tf& communications
- Rwns over TCP.

S Sy Grols

- Message Confilentiddy ~ ochiewd using encagtion
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Signal Godls

[ long-\iwe& esgions. The session bsts bl ouertts Such as app veindell or deuce c}\ange

. Radronass sttig. We con send nessage eyen i one porty is dfine .
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Keys ore deleted. o5 Son as thay ore 1o longer needed.

- Gren ki and Mk, an olr@soy can Gompe kiv, s, ko, mkisa, -,
bk ot k-, mkiei ...
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=
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=
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/ﬂessa@e Trangmission
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Sauy_prpetes

for the Joyer:

Ty aroninty dusing  poyment

- Fugr wiroily Othes @t el whose coits are wed n o ot pyner;
For the pajee

- Unforgedle coins Foring vald koking coins Sl be. infensile

- No dable - pendiy A an comdy be veed more Hn onee.
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-~ Uke bansochin refoences e occaunts
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from presjous jrivoke
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Hok ond  BlackChain

Block - header + o Vit of ~tronsactions
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Bosc Tdea

A vorts Yo pore 4o B b A bowus omething, uithody dicong ony infimation 40 B
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 Simdodor
L Bk dudoye
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- See assumiw\)k e hesh is o rundom finction



